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Dundas “A short course in differential topology-Cambridge University Press”
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J-F. Le Gall “Brownian Motion, Martingales, and Stochastic Calculus”
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Hiroshi Kunita “Stochastic Flows and Jump-Diffusions”
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1. Neural network stochastic differential equation models with applications to

financial data forecasting

>

——Luxuan Yang, Ting Gao, Yubin Lu, Jingiao Duan, Tao Liu

Applied Mathematical Modelling
https://doi.org/10.1016/j.apm.2022.11.001

In this article, we employ a collection of stochastic differential equations with drift and
diffusion coefficients approximated by neural networks to predict the trend of chaotic
time series which has big jump properties. Our contributions are, first, we propose a
model called Léy induced stochastic differential equation network, which explores
compounded stochastic differential equations with a-stable Léy motion to model
complex time series data and solve the problem through neural network approximation.
Second, we theoretically prove that the numerical solution through our algorithm
converges in probability to the solution of corresponding stochastic differential
equation, without curse of dimensionality. Finally, we illustrate our method by applying
it to real financial time series data and find the accuracy increases through the use of
non-Gaussian Lévy processes. We also present detailed comparisons in terms of data
patterns, various models, different shapes of Lévy motion and the prediction lengths.

2. Detecting the Most Probable High Dimensional Transition Pathway Based on

Optimal Control Theory

>

——Jianyu Chen, Ting Gao, Yang Li, Jingiao Duan
Physica D, C.#¢#
https://arxiv.org/abs/2303.00385

TR AR BR s 4R A
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3. Learning reduced effective dynamics from data-driven stochastic dynamcial systems
——Lingyu Feng, Ting Gao, Min Dai, Jingiao Duan
Chaos, RHHME 58K
https://arxiv.org/abs/2205.04151

> JERNEEETINRE, N TRE R SRR R R .

4. Model Based Reinforcement Learning with Non-Gaussian Environment Dynamics
and its Application to Portfolio Optimization
——Huifang Huang, Ting Gao, Pengbo Li, Jin Guo, Peng Zhang, Nan Du
Applied Mathematical Modelling, ¥
https://arxiv.org/abs/2301.09297v3

> stk RV R ARSI E S SRR 1, SRR B R R SETT

5. Meta contrastive label correction for financial time series
——Luxuan Yang, Ting Gao, Min Dai, Yubin Lu, Wei Wei,
Cheng Fang, Yufu Lan, Jingiao Duan
e
https://arxiv.org/abs/2303.08103

> S EERERCERTTOREME AHE AR RS B SR IE .
6. Approximations of Levy processes by integrated fast oscillating Ornstein-Uhlenbeck
processes

——L. Feng, T. Gao, T. Li, Z. Lin, X. Liu
stochastics and dynamics, C.#F

> #5777 Skorokhod M_1-#fi M Lévy iR —Fh 6 &L 715,
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7. Level structures on p-divisible groups from the Morava E-theory of abelian groups

——Zhen Huan, Nathaniel Stapleton
Mathematische Zeitschrift
https://doi.org/10.1007/s00209-023-03216-7

» The close relationship between the scheme of level structures on the universal
deformation of a formal group and the Morava E-cohomology of finite abelian groups
has played an important role in the study of power operations for Morava E-theory. The
goal of this paper is to explore the relationship between level structures on the
p-divisible group given by the trivial extension of the universal deformation by a
constant p-divisible group and the Morava E-cohomology of the iterated free loop
space of the classifying space of a finite abelian group.

R AR —Z RSN 2-[a BB FT, T8I A L 5 i L 22 AT A& Y 2-
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ORI L [R5 ) R o 5

8. Blowups and longtime developments with near-boundary mass accretions of
irregularly- shaped Euler- Poisson dominated molecular clouds in astrophysics
——Chao Liu
SIAM Journal on Mathematical Analysis, .U

» Motivated by the astrophysical problems of star formations from molecular clouds, we
make the first step on the possible long time behaviors of certain irregularly-shaped
molecular clouds. We emphasis the main difficulty of the blowups of the
irregular-shaped fluids with vacuum (molecular clouds) comes from the initial irregular
configurations of its density (multiple centers of gravity). This inevitably causes far
more complicated movements during the evolution than the one with spherical
symmetry. The spherical symmetric case has been well studied. However, for the
non-spherical symmetric case with the gravity, it is very rare in the references due to a
very complicate nonlinear interaction between the gravity and the fluids. This article
concludes, under the admissible data (i.e., large scale, irregularly-shaped, expanding
and rotational molecular clouds), the developments of the solution (molecular clouds)

| 71
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are either global (the first class) with near-boundary mass accretions (leads to star
formations), or blowup at finite time. In addition, certain singularities can be removed
from the boundary if the data is strongly admissible. This paper partially answers
Makino’s conjecture [37] in 1992 on the finite time blowup of any tame solution
without symmetries for some data and the model of the molecular clouds and the local
wellposedness have been established in the companion article [30].

W FORMCR s PR IEAE S A SO R R T IR B 2R 05 1 58 AR MEER A AR AR 2

S F3AFERE PERIUE I o (R B SR I 420 T 23 ) P 5 73473 AT 2 A o

9. Geometric dynamics ofanchored filamentous networks subject to viscous flow

>

.

——Congping Lin, Peter Ashwin
Communications in Nonlinear Science and Numerical Simulation
https://www.sciencedirect.com/science/article/pii/S1007570422004993

The Endoplasmic Reticulum (ER) is an organelle that can form a complex dynamic
network of filaments embedded in the viscous flowing cytoplasm of plant cells,
anchored to points in the cell membrane. We consider an idealized dynamical model of
the ER network as constant tension filaments subject to viscous forces from
cytoplasmic flow. We show that simple configurations lead to the creation of a
filamentous network that is analogous to a 2D foam, but with different physical
mechanisms. We consider a fixed set of anchor points and propose an adaptive
algorithm to track the network in the presence of the flow. We find that minimal
(Steiner) networks joining these anchor points can support filamentous network of
varying geometries with and without an imposed flow. We demonstrate that, after the
flow has ceased, the filamentous network can retain memory of previous flow direction
and intensity.

FATHE R — A BAR R B ASBL ER W28 1R 1E 78 7K 71 2232 BG4 Joa It
AR, FRRAE S 7HRLT 2D MR RN a0, HEAAFRK

RS
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10. Emergence of purely nonlinear localized states with frequencies exited from

spectral bands
——Huajie Song, Haitao Xu
C A
https://arxiv.org/abs/2303.05247

> O ARZRERS R (EGRARD RS AR S A BN AT TR, B RE A K
NS BRAETF SINK AR AP, 038 17 A3 AT 7 185 51T IS 68 82 (14 g ) =) i 2R R 2
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11. Three-dimensional numerical study on wrinkling of vesicles in elongation flow
based on the immersed boundary method
——Wang Xiao, Kai Liu, John Lowengrub, Shuwang Li, and Meng Zhao
Physical Review E
https://journals.aps.org/pre/abstract/10.1103/PhysRevE.107.035103

» We study the wrinkling dynamics of three-dimensional vesicles in a time-dependent
elongation flow by utilizing an immersed boundary method. For a quasispherical
vesicle, our numerical results well match the predictions of perturbation analysis, where
similar exponential relationships between wrinkles’ characteristic wavelength and the
flow strength are observed. Using the same parameters as in the experiments by
Kantsler et al. [V. Kantsler et al., Phys. Rev. Lett. 99, 178102 (2007)], our simulations
of an elongated vesicle are in good agreement with their results. In addition, we get rich
three-dimensional morphological details, which are favorable to comprehend the
two-dimensional snapshots. This morphological information helps identify wrinkle
patterns. We analyze the morphological evolution of wrinkles using spherical
harmonics. We find discrepancies in elongated vesicle dynamics between simulations
and perturbation analysis, highlighting the importance of the nonlinear effects. Finally,
we investigate the unevenly distributed local surface tension, which largely determines
the position of wrinkles excited on the vesicle membrane.

WHoe 1 R sh 5 B AR AL R AR A b, KRN I BB BRI &5 R, N

W FC T A I () 3 ) 23R i 1B AT 5 S %
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1. Yang L, Gao T, Lu Y, et al. Neural network stochastic differential equation models with
applications to financial data forecasting[J]. Applied Mathematical Modelling, 2023, 115:
279-299.

2. Huan Z, Stapleton N. Level structures on p-divisible groups from the Morava E-theory of
abelian groups[J]. Mathematische Zeitschrift, 2023, 303(3): 64.

3. Liu C. Blowups and longtime developments with near-boundary mass accretions of
irregularly-shaped Euler--Poisson dominated molecular clouds in astrophysics[J]. SIAM
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4. Lin C, Ashwin P. Geometric dynamics of anchored filamentous networks subject to
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Qualifying Exams BHEER

B Advanced Probability Theory Qualifying Exam

Center for Mathematical Sciences Huazhong University of Science and Technology
Spring 2023

Note: This exam covers Part I and Part II of Le Gall: Measure Theory, Probability, and
Stochastic Processes.

1. Let (E,A,u) be a measure space, and let (4,),., be a sequence in A. Show
that the condition

D H(A,) <o
n=l1
implies p(limsup4,)=0

2. We assume that u(E)<oo. Let (f,),.,y and f be real measurable functions on
E,andlet p e[l,00). Show that the conditions
@ f,— f.uae,
(i1) there exists a real »> p, such that sup, g J.| f, |r du <o, imply that f, — f
in L”.

3. Let X be areal random variable. Assume that X is integrable (£ UX H < ).
Prove that

Jim B X]1,,., ]=0
4. Let (X,), be asequence of real random variables. Assume that there exists a

constant C such that E[(Xn)z]SC for every neN , and that
cov(X,,X,)=0 if n#m.

(1) Verify that
S,-E|S,
u 2[ ”] ——>0,a.s.
n
(i1) Deduce from question (1) that we have also
S, -E[S,]
——0,a.s.
n

5. Let (A)),. beasequence of sub-o-fields of A, andlet (X,),. beasequence
of nonnegative random variables.
(i) Prove that the condition “E[X .

that X, converges in probability to 0.

A,,] converges in probability to 0” implies

(i1) Show that the converseis false.

| 11|
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B Test of English for Math Writing

Center for Mathematical Sciences Huazhong University of Science and Technology
mathcenter.hust.edu.cn
March 3, 2023

Total: 100 +5=105 points.

Part I:
For each statement, please provide a better version, by correcting grammar mistakes and/ or
improving the writing style. (Two points for each problem. No partial credits.)

1. Let Aisanumber.
2. ... where A>0isanumber.

3. Section 1. Transition phenomena in stochastic dynamical systems and its
application.

4. Suppose that A > 0 is a number.

5. fisafunction and K is a constant.

6. J. Duan, An introduction To Stochastic dynamics. Cam University Press, 2015.
7. Thisis a SDE. It is useful in studying chemical reacting system.

8. We first prove A, then prove B. Furthermore, C is presented.

9. In this paper, inspired by Yan Wei's works and motivated by a paper in 1989, a
stability result is proved.

10. For smooth function f, this functional is positive.
11. We consider following system.

12. This is dynamical system. We study dynamical behavior of this dynamical system.

112
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This is locally Lipschitz condition. That is local Lipschitz condition. This is a local

Lipschitz continuous function.

Stochastic dynamical system (including various stochastic differential equations)
Is an appropriate mathematical model of complex system.

Stochastic dynamical systems, which have been widely used to describe complex
phenomena in physical, biological, and engineering systems, and which are
interesting subject that is hot topic and also very interesting, are good
mathematical models.

This is a good result, see [88].

Suppose A =9 and B = 0, we obtain C = 888.
Assume that A = 8, then B = 0.888.

For - 9 < A*- B < 88, we conclude C = 6.

Consider the following system:
A=08
B = 888.

We first show a result A, then we proved a result B, and finally a result C has been
demonstrated.

Suppose A>0,B<9,letC=0.9,thenf>0.

The aim of this review paper is mainly considered nonlocal dynamics for non-
Gaussian systems arising in gene regulatory network. The mean exit time, escape
probability and maximal likely trajectory are utilized to quantify dynamical
behaviors of stochastic differential equations with non-Gaussian a-stable type
L&y motions. This review paper is mainly considered how non-Gaussianity index
and noise intensity affect the gene network.

Stochastic dynamical systems driven by noise have attracted a lot of attention

| 13 |
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recently. It is widely used in physics.

We will introduce the connections between stochastic dynamics and nonlocal
partial differential equation.

We will analysis how non-Gaussianity index and noise intensity affect the MeKS
network.

Pcomk denotes the promoter of gene comK.

Figure 1ais from [1] and Fig. 1b is from [2].

We will use the mean exit time, escape probability and Maximal likely trajectory
to help quantify stochastic dynamics.

We adopt shooting method in [58] to solve two-point boundary value problem

(1)-(8).

Random fluctuations have been extensively considered in the modeling and
analysis of genetic regulatory systems [1, 2, 3, 4,5, 6, 7, 8, 9, 10, 11, 12, 13, 14,
15, 16, 17, 18, 19, 20].

There exists powerful evidences indicating that gene expression with small
diffusion and large bursting resembles the composition of systems with Lévy

noise.

We consider orbit from x to y.

I have read paper about Onsager-Machlup action functional.

This is trajectory for a dynamical system.

Section 4. These are trajectories for dynamical system.

f (x) is also equal to the gradient of potential function.

The most probable transition pathways are computed by numerically solving two
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point boundary value problem.

39. This theorem holds if A or B is true.
40. This is a path connects A and B.
41. We call S(x) is the action at x.

42. So to find the most probable transition path u;, one is supposed to find it satisfies
the following condition.

43. Note that f is a strict increase function.

44. There may be several paths satisfy (1) and (2).

45. Itis true for every To <t* <T;.

46. Let A> 0, itis easy to show this theorem.

47. Itis clear from the Theorem 1.

48. Consider the equation (8), with r is a constant.

49. Let U, =Y, —(¢ +I‘Z‘<r{z —(e* =D} v(d2))t is asymmetric a-stable Lévy process.
50. This is a n-dimensional linear space.

Part I1:

1. Translate this English paragraph into Chinese. (Three points. No partial credits.)

Paul R. Halmos: The heart of mathematics consists of concrete examples and concrete
problems. Big general theories are usually afterthoughts based on small but profound
insights; the insights themselves come from concrete special examples.

2. List three math books written by Paul R. Halmos. (Two points. No partial credits.)

| 15 |
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chastic Analysis Qualifying Exam

Center for Mathematical Sciences Huazhong University of Science and Technology

January 2023

Note: This exam covers Jean-Francois Le Gall: Brownian Motion, Martingales, and

Stochastic Calculus Chapters 1 - 7.

1.

| 16 |

(20 points) (i). Show that the process (W,),,, defined by W, =0 and W, =¢B,,

for ¢>0is (indistinguishable of) a real Brownian motion started from 0. (Hint:

t=0

First verify that W is pre-Brownian motion)

(i1). Infer that lim, 5 _ 0 a.s.
t

(20 points) (i) Let M be a martingale with continuous sample paths such that
M,=xeR,. We assume that M, >0 for every >0, and that M, -0 when
t > o, a. s. Show that, for every y > x,

P(s;lj(});)MtZy)=£. (D

. . . Y
(i) Assume now that B is a Brownian motion stared from 0, and let #£>0.

Using an appropriate exponential martingale, show that

sup(B, — 1) )

t>0
is exponential distributed with parameter 2.

(20 points) (i) Let M be a (true) martingale with continuous sample paths, such
that M, =0. We assume that (M), is also a Gaussian process. Show that, for
every that >0 and every s>0, the random variable M, —-M, is
independent of o(M,,0<r<¢).

(i1) Under the assumptions of questions (i), show that there exists a continuous
monotone nondecreasing function f:R, — R, such that <M ,M )t = f(t) for

every t>0.

(20 points) Let (X,)
(%)- Brownian motion (B,)
R — R, such that

o D€ a semimartingale. We assume that there exists an

o Started from 0 and a continuous function b:

X, =B,+ [ b(X,)ds. 3)
(1) Let F:R—>R be a twice continuously differentiable function on R. Show
that, for F'(X,) to be a continuous local martingale, it suffices that F satisfies a

second-order differential equation to be determined.
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(i1) Give the solution of this differential equation which is such that F(0)=0 and

F’(0)=1. In what follows, F stands for this particular solution, which can be
written in the form F (x):joxexp(—Zﬁ(y))dy, with a function £ that will be

determined in terms of b.

5. (20 points) Let v be a nonnegative function in C,(E), For every x€E and
every t=>0, we set, for every ¢ eB(E),
0/¢(x)=B, | p(X, ) exp(- [ o(X )ds) | 4)
(i) Show that, for every @ eB(E) and s,t>0, Q. 0=0 (0.0).
(ii) Let e C,(R?) and set u,(x)=Q ¢(x) forevery t>0 and xeR‘. Prove
that, for every x e R, the function ¢+ u,(x) is continuously differentiable on

(0,00), and

L=—Au, —vu,. 5
5 (5)
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NIST Announces First Four Quantum Resistant Cryptographic
Algorithms

EEERMESEARB T (NIST) KA E #E UG EF 2 2k

GAITHERSBURG, Md. — The U.S. Department of Commerce’s National Institute of
Standards and Technology (NIST) has chosen the first group of encryption tools that are
designed to withstand the assault of a future quantum computer, which could potentially
crack the security used to protect privacy in the digital systems we rely on every day —
such as online banking and email software. The four selected encryption algorithms will
become part of NIST’s post-quantum cryptographic standard, expected to be finalized in

about two years.
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“Today’s announcement is an important milestone in securing our sensitive data against the

possibility of future cyberattacks from quantum computers,” said Secretary of Commerce
Gina M. Raimondo. “Thanks to NIST’s expertise and commitment to cutting-edge
technology, we are able to take the necessary steps to secure electronic information so U.S.
businesses can continue innovating while maintaining the trust and confidence of their

Customers.”

The announcement follows a six-year effort
managed by NIST, which in 2016 called
upon the world’s cryptographers to devise
and then vet encryption methods that could
resist an attack from a future quantum
computer that is more powerful than the
comparatively limited machines available
today. The selection constitutes the

beginning of the finale of the agency’s
post-quantum cryptography standardization project. HIETIFENL CRIE: CNET)

“NIST constantly looks to the future to anticipate the needs of U.S. industry and society as a
whole, and when they are built, quantum computers powerful enough to break present-day
encryption will pose a serious threat to our information systems,” said Under Secretary of
Commerce for Standards and Technology and NIST Director Laurie E. Locascio. “Our
post-quantum cryptography program has leveraged the top minds in cryptography —
worldwide — to produce this first group of quantum-resistant algorithms that will lead to a

standard and significantly increase the security of our digital information.”

Four additional algorithms are under consideration for inclusion in the standard, and NIST
plans to announce the finalists from that round at a future date. NIST is announcing its
choices in two stages because of the need for a robust variety of defense tools. As
cryptographers have recognized from the beginning of NIST’s effort, there are different
systems and tasks that use encryption, and a useful standard would offer solutions designed
for different situations, use varied approaches for encryption, and offer more than one
algorithm for each use case in the event one proves vulnerable.

| 19 |



T #HLF geph .
@ E%nterforMathematical S’;iencts 2023 Spl’lng

“Our post-quantum cryptography program has leveraged the top minds in cryptography —
worldwide — to produce this first group of quantum-resistant algorithms that will lead to a
standard and significantly increase the security of our digital information.” —NIST Director

Laurie E. Locascio

Encryption uses math to protect sensitive electronic information, including the secure
websites we surf and the emails we send. Widely used public-key encryption systems,
which rely on math problems that even the fastest conventional computers find intractable,
ensure these websites and messages are inaccessible to unwelcome third parties.

However, a sufficiently capable quantum computer, which would be based on different
technology than the conventional computers we have today, could solve these math
problems quickly, defeating encryption systems. To counter this threat, the four
guantum-resistant algorithms rely on math problems that both conventional and quantum
computers should have difficulty solving, thereby defending privacy both now and down the
road.

The algorithms are designed for two main tasks for which encryption is typically used:
general encryption, used to protect information exchanged across a public network; and
digital signatures, used for identity authentication. All four of the algorithms were created
by experts collaborating from multiple countries and institutions.

For general encryption, used when we access secure websites, NIST has selected the
CRYSTALS-Kyber algorithm. Among its advantages are comparatively small encryption
keys that two parties can exchange easily, as well as its speed of operation.

For digital signatures, often used when we need to verify identities during a digital
transaction or to sign a document remotely, NIST has selected the three algorithms
CRYSTALS-Dilithium, FALCON and SPHINCS+ (read as “Sphincs plus”). Reviewers
noted the high efficiency of the first two, and NIST recommends CRY STALS-Dilithium as
the primary algorithm, with FALCON for applications that need smaller signatures than
Dilithium can provide. The third, SPHINCS+, is somewhat larger and slower than the other
two, but it is valuable as a backup for one chief reason: It is based on a different math

approach than all three of NIST’s other selections.
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Three of the selected algorithms are based on a family of math problems called structured
lattices, while SPHINCS+ uses hash functions. The additional four algorithms still under
consideration are designed for general encryption and do not use structured lattices or hash

functions in their approaches.

While the standard is in development, NIST encourages security experts to explore the new
algorithms and consider how their applications will use them, but not to bake them into their
systems yet, as the algorithms could change slightly before the standard is finalized.

To prepare, users can inventory their systems for applications that use public-key
cryptography, which will need to be replaced before cryptographically relevant quantum
computers appear. They can also alert their IT departments and vendors about the upcoming
change. To get involved in developing guidance for migrating to post-quantum

cryptography, see NIST’s National Cybersecurity Center of Excellence project page.
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Post-Quantum Safe Algorithm Candidate Cracked in an Hour on a
PC
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By Matt Swayne

Well, that decrypted quickly...

A team of scientists report they were able to defeat one of the post-quantum safe algorithms
that is still under consideration as part of the National Institute of Standards and
Technology’s (NIST) PQC program — and it only took one computational core on a PC
working for about an hour.

The team, from Computer Security and Industrial Cryptography group (CSIS) at KU
Leuven, were able to crack the algorithm SIKE — or Supersingular Isogeny Key
Encapsulation (SIKE) — using a mathematical approach to understand SIKE’s encryption
and then predict and steal its encryption keys.

In the study, the researchers write: “We present a new and powerful key recovery attack on
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the Supersingular Isogeny Diffie—Hellman key exchange protocol and its instantiation SIKE

that recently advanced to the fourth round of NIST’s ongoing Post-Quantum Cryptography
standardization process. It is based on a “glue-and-split” theorem from 1997 due to Ernst

Kani and heavily outperforms previous attack strategies...”

Startingly, the hack was performed on a classical computer — and took about an hour to
complete.

They write: “A run on the SIKEp434 parameters, previously believed to meet NIST’s
quantum security level 1, took about 62 minutes, again on a single core. We also ran the
code on random instances of SIKEp503 (level 2), SIKEp610 (level 3) and SIKEp751 (level
5), which took about 2h19m, 8h15m and 20h37m, respectively.”

SIKE was among several algorithms that passed a NIST competition to identify and define
standardized post-quantum algorithms. Because quantum computers represent a threat to
current measures for securing information and data, the organization wanted to pinpoint

algorithms that stood the best chance of withstanding attacks from quantum computers.

In a blog post, Steven Galbraith, a University of Auckland mathematics professor and a
leading cryptographic expert, explains how they accomplished the hack: “The attack
exploits the fact that SIDH has auxiliary points and that the degree of the secret isogeny is
known. The auxiliary points in SIDH have always been an annoyance and a potential
weakness, and they have been exploited for fault attacks, the GPST adaptive attack, torsion

point attacks, etc.”

It’s not the end for SIKE. There may be ways to modify the algorithm to withstand these
specific types of attacks. However, in an Ars Technica story, Jonathan Katz, professor in the
department of computer science at the University of Maryland, said the news that a classical
computer could crack an encryption scheme meant to be safe from quantum devices is

troubling.

Katz wrote: “It is perhaps a bit concerning that this is the second example in the past six
months of a scheme that made it to the 3rd round of the NIST review process before being
completely broken using a classical algorithm. (The earlier example was Rainbow, which
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was broken in February.) Three of the four PQC schemes rely on relatively new

assumptions whose exact difficulty is not well understood, so what the latest attack
indicates is that we perhaps still need to be cautious/conservative with the standardization

process going forward.”

Based on the achievement, the team — Wouter Castryck and Thomas Decru — should be in
line to win $50,000 from Microsoft’s SIKE Cryptographic Challenge.
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By Catarina Chagas, Queen's University

In the digital era and moving towards quantum computing, protecting data against hack
attacks is one of our biggest challenges—and one that experts, governments, and industries
worldwide work hard to address. While this is an effort to build a more connected and safe

future, it can certainly learn from the past.

In July, the US National Institute of Standards and Technology (NIST) selected four
encryption algorithms and posed some challenge problems to test their security, offering a
$50,000 reward for whomever managed to break them. It happened in less than an hour: one
of the promising algorithm candidates, named SIKE, was hacked with a single personal
computer. The attack did not rely on a powerful machine, but on powerful mathematics
based on a theorem developed by a Queen's professor decades ago.

Ernst Kani has been researching and teaching since the late 1970s—first at the University of
Heidelberg, in Germany, and then at Queen's, where he joined the Department of
Mathematics and Statistics in 1986. His main research focus is arithmetic geometry, an area
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of mathematics that uses the techniques of algebraic geometry to solve problems in number
theory.

The problems Dr. Kani works to solve stretch back to ancient times. His specific field of
research was pioneered by Diophantus of Alexandria around 1,800 years ago and is a set of
problems known as Diophantine questions. One of the most famous questions in the field is
Fermat's Last Theorem, posed by Pierre Fermat in 1637 and which took the math
community 350 years to prove—an accomplishment by Princeton professor Andrew Wiles
in 1994. Wiles received many prizes and honors for this work, including an honorary
doctorate from Queen's in 1997.

Neither Diophantus nor Fermat dreamt of quantum computers, but Dr.Kani's work on
Diophantine questions resurfaced during the NIST round of tests. The successful
hackers—Wouter Castryck and Thomas Decru, both researchers at the Katholieke
Universiteit Leuven, in Belgium—based their work on the "glue and split" theorem
developed by the Queen's mathematician in 1997.

As a matter of fact, Dr. Kani was not concerned about cryptographic algorithms when he
developed the theorem. That work kicked-off in the 1980s, in collaboration with another
German mathematician, Gerhard Frey—whose work was crucial in solving Fermat's last
theorem. Drs. Kani and Frey wanted to advance research on elliptic curves, a particular kind
of equation that would later be used for cryptographic purposes.

Both researchers' goals at that time were purely theoretical. They were interested in
manipulating mathematical objects to learn more about their own properties. "Doing pure
mathematics is an end by itself, so we don't think of real-world applications,” Dr. Kani
explains. "But, later, many of those studies are useful for different purposes. When Fermat
proposed his theorem hundreds of years ago, his intent was to be able to factor certain large
numbers. The application to cryptography came only much later in 1978. Basically, all the
methods we use today for data encryption are based on mathematics."

Doughnuts and curves

Mathematicians often refer to mathematics as a beautiful thing. For those who don't work in
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the field, it might be challenging to see this beauty, or even to have a high-level

understanding of what these research projects are all about—it requires some imagination.

Imagine an object shaped like a doughnut, with a hole in the middle: that's a visual model of
an elliptic curve, also known as a genus one curve. Drs. Kani and Frey wanted to combine
two genus one curves to form a new object—a genus two curve, something we can imagine
like two doughnuts stuck solidly together side by side. They aimed to use some properties
of the constructed genus two curve to deduce certain properties of the two original genus

one curves, which were "glued" together.

In his 1997 paper, Dr. Kani generalized the original construction by gluing together an
arbitrary pair of elliptic curves. But in that case the construction sometimes fails—it might
construct an object in which the two doughnuts only touch each other in a single point. The
paper analyzes the precise conditions for when this happens (i.e., when the construction
fails or "splits™). Castryck and Decru used this characterization of the failure in their method
of attacking the proposed encryption scheme SIKE.

"Our problem had nothing to do with cryptography, which is why | was surprised when |
heard of the algorithm attack. It was quite ingenious, what they did there!" says Dr. Kani.
"One of the co-authors of the SIKE algorithm expressed surprise in the fact that genus two
curves could be used to gain information about elliptic curves. But this was precisely our
original strategy in the 1980's and 1990's (and afterwards)."

Although cryptographers and computing engineers are not always wellversed in all the
high-powered techniques of mathematics, many different skills and forms of knowledge can

be combined to advance the way we store and transmit data.

"Cryptography uses a lot of sophisticated mathematics, especially arithmetic geometry.
Computing experts and math experts have to work together to advance this field," says Dr.
Kani, who continues to teach undergraduate and graduate courses and to work in arithmetic
geometry—particularly on problems involving genus two curves and elliptic curves.
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Huijia Lin proved that a new tool —iO, is the Next Milestone in
Cryptography

MELE: ATHAERE —FBEN T AR

By Elizabeth Quill

A long-sought “holy grail” in cryptography is poised to change the way we protect sensitive
information.

Today’s standard encryption schemes take an all-or-nothing approach. Once scrambled,
your data become inaccessible to anyone without the secret key.

This has allowed for secure e-mail communication, the proliferation of online transactions
and digital signatures. It allows tax and medical records with sensitive personal information
to be passed more safely across the internet. But if you give someone the secret key to
access any of the data, all of the data become vulnerable.

What if instead you could assign specific people access to do very specific things with your
data? Someone could get the information they need (the info you want them to have)
without unlocking all of the original data. Bank details, credit card numbers, account
passwords — all would remain hidden. That wholly different approach could also allow
Netflix to make show recommendations without seeing your full viewing history, for
example. Google could sort your e-mails without knowing what’s in them. And medical
researchers could analyze data to identify risk factors for a disease without accessing any

individual’s health information.

This and other cryptographic wonders now appear possible through a master tool called
indistinguishability obfuscation.

“It’s a new tool — a very powerful tool,” says cryptographer Huijia (Rachel) Lin of the
University of Washington in Seattle who showed with colleagues in 2020 how to construct
the tool. “Once you have this superstrong power, then a lot of the other tasks are either

special cases of it, or you can easily use this to realize [those tasks].”
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Vinod Vaikuntanathan, a computer scientist at MIT who has worked with Lin on previous

research, compares indistinguishability obfuscation, or iO, to a grand theory in physics that
would unite gravity and quantum mechanics. “iO gives you a way to do a grand unification
of cryptography in the sense that you can explain much of what cryptography does in a very

simple way.”

Standout research

Indistinguishability obfuscation is a form of program obfuscation, an approach that seeks to
hide the inner workings of a computer program, not just the message or data itself. Though
proposed in 1976 in a paper that set the foundation for modern cryptography, program
obfuscation proved difficult to achieve. For many years, people thought it might not be
possible.

And in 2001, researchers showed that complete program obfuscation — called black-box
obfuscation, in which input and output data are known but nothing else about a program can
be discovered — is impossible. Yet indistinguishability obfuscation, proposed at the same
time and shown to be incredibly powerful, doesn’t demand that everything about a program
remain hidden. It instead deals with two programs that perform the same function. If the
inner workings of those two programs can be hidden enough that the two can’t be
distinguished from each other, indistinguishability obfuscation has been achieved. By
hiding the secret key within the program itself, iO enables the delegation of specific data

and data tasks to specific people.

Still, proposal after proposal for making iO work proved breakable. Researchers couldn’t
figure out how to keep it safe from an adversary’s attacks. Lin says the approaches being
used didn’t appeal to her. Researchers were leaning on what appeared to be “good enough”

ways of getting at the problem that weren’t backed by rigorous mathematical proofs.

Lin instead wanted to break the problem down so she could understand each component and
how they worked together. She wanted to approach the problem like a clock, with gears and
nuts and bolts, instead of tangled like “a bowl of spaghetti.”

Through this strategy, Lin, along with Amit Sahai of UCLA and Aayush Jain, a Ph.D.
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student at UCLA at the time, demonstrated that iO is achievable. It would be secure based

on standard assumptions in the field, the team proved, renewing hope in the tool.

“Of course, [Huijia] is brilliant,” Vaikuntanathan says, adding that her persistence is what
really sets her apart. “It takes some guts to continue with an approach when essentially all

the rest of the world thinks that it is not going to work.”

Backstory

Lin says she didn’t grow up with computers or fall in love with computer programming at
an early age. As a student, she was interested in physics and strived to be good at everything.
She started with computer science in college; a class in cryptography as a Ph.D. student at
Cornell University “was really mind-opening,” she says. Her introduction to what are

known as zero-knowledge proofs stands out in her memory.

A zero-knowledge proof says that a person can convince someone else that they know a
secret without revealing the secret or any details about it. Say, for example, you knew that a
number was the product of two prime numbers. Can you convince someone that fact is true
without revealing what the primes are? How to prove that such a task is possible fascinated
Lin.

Cryptography includes a lot of these seeming paradoxes that prove to be possible.
Indistinguishability obfuscation is yet another example — and Lin works on others, including
secure multiparty computation, which allows a computer task to run across multiple
people’s data without any person having to reveal their data to anyone in the group, or to a

third party.

“I’m very attracted to these magical concepts,” Lin says. “The fun of it is to make this

concept come to realization.”
Indistinguishability obfuscation is still far from real-world implementation. But

Vaikuntanathan says it’s not unusual for first constructions of what will become important

approaches to be impractical at first. “Wait for a decade,” he says.
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Mhematician develops equations that seek to bridge the micro and
macro realms by Eindhoven University of Technology
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By Eindhoven University of Technology
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If you look at the world with a microscope, or at the universe with a telescope, it turns out
that many things can be described in terms of particles: particles that move, wiggle, hop or
even pop in and out of existence. Particles can be molecules, bacteria, pixels, plants, planets,

or sometimes even people.

In his thesis, mathematician Jasper Hoeksema has investigated the following question: what
happens if you put many particles together, take a few steps back, and squint your eyes a
bit?

"Instead of individual particles, you suddenly start to see vague colors or shades of gray.
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These roughly correspond to how many particles there are at any given spot. The more
particles there are, and the further you step back, how sharper this picture becomes. Just like
a painting in a museum that only makes sense when you look at it from a distance," explains
Hoeksema.

"Mathematically, you can even talk about what happens if you take the number of particles
to infinity, which is precisely what | did."

From micro to macro

Answering this question does more than merely satisfy a mathematical curiosity, says
Hoeksema.

"It serves to bridge two ways of looking at reality that are often worlds apart. While
microscopic models track the state of all particles in a system individually, macroscopic
models look at the world from a more abstract level, describing qualities like movement,
density, velocity and temperature."

"Take the behavior of minute cracks in metal structures. It's relatively easy to describe the
way these fissures attract and repel each other as a random (stochastic) process. But what if
you want to explain how a metal beam bends? You can of course try to aggregate the
insights you gained at the microscopic level, and deduce from that how things work at a
macroscopic level. But these calculations very quickly become very costly.

"As an alternative, engineers have come up with alternative models that, although less
rigorous, can be used for experimental observations. My question is: how can | bring these
models together? How can we derive a mathematical equation that fits both realities and is
also rigorous?"

Two scenarios

For this, Hoeksema looked at two scenarios: one where particles attract and repel each other
(like metal cracks), and one where particles are being added and removed (like changes in
population, ecology and tumors).
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In both cases he was able to show that if the number of particles approaches infinity, the
density of the particles more and more satisfies a particular mathematical equation.
Moreover, he calculated the probabilities that the particles differ from this expected

behavior, and show that these probabilities become smaller and smaller.

"All of this guarantees that in the end we can throw away the positions of all the particles,
and only have to worry about the mathematical equation itself,” says Hoeksema. "This
equation will allow you to make accurate predictions about the behavior of dynamic
systems at a macroscopic level, without requiring massive amounts of computing power."

Hoeksema is very happy with the results of his mathematical investigations, which are part
of a broader research project led by his supervisor Oliver Tse. "It is not often that
mathematics succeeds in catching up with the practical research of physicists and their
models. This shows why mathematics at a theoretical level matters, even if the applications
are ten to twenty years away."
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A closer look at the dynamics of the p-Laplacian Allen—-Cahn
equation

p-Laplacian Allen-Cahn F 31 /12 K#E— PR

By Incheon National University
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In the past few decades, the use of phase field-modeling equations for mathematical
modeling has progressed. Phase separation has been studied extensively in thermodynamics
and materials engineering, but the biological field has also begun to take an interest in this

phenomenon.

The Allen—Cahn equation (AC equation) is one such reaction-diffusion equation, used to
study the evolution of the non-conserved phase-field interfaces separating different physical
regions. Originally introduced to model the motion of anti-phase domain (crystallographic
defect) formation in a binary alloy, it is now widely used from processing geometrical

image segmentation to studying crystal growth.

Concurrent with these developments, several new operators for the AC equation (such as
fractional Laplacian and p-Laplacian) have also been proposed. The p-Laplacian, for
example, appears in mathematical models of physical processes such as nonlinear diffusion.
However, despite wide applicability, little is known about the influence of Laplacian

operators, particularly p-Laplacian, on solutions of the Allen—Cahn equation.

Recently, a team of researchers from Korea, including Professor Dongsun Lee from Incheon
National University, investigated the dynamics of the p-Laplacian AC (p-AC) equation. The
study was specifically aimed at examining how the type of Laplacian influences a solution
to the AC equation. This paper was published in Applied Mathematics and Computation.

Explaining the rationale of this study, Prof. Lee says, "We consider three criteria when we
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model with phase-field equations. These include the evolution of phase separation, energy

dissipation law, and the nonconservation of mass. Our numerical study was revolved around
these basic properties of the AC equation."

The researchers first characterized the different morphological changes of numerical
solutions under various numerical tests (like phase separation, equilibrium profile,
boundedness, total energy dissipation, traveling wave solutions, geometric motions, and
comparison of AC equations with different Laplacians). Next, computational tests were
employed to analyze the interfacial dynamics of AC equations and p-Laplacian.

The experiments demonstrated that the solutions of the AC equation maintained the three
criteria—phase separation, boundedness, and energy decay properties—with the
p-Laplacian operator. The researchers also identified that the sharpness of an interface can
be adjusted to the pvalues, revealing an advantage of p-AC equation over the classical
Laplacian.

Discussing the long-term implications of this study, Prof. Lee says, "With phase modeling
and the use of mathematical equations like p-AC, we can identify how cells organize
complex biochemical reactions in distinct chemical environments, or in organelles where

components diffuse for processes."

For Prof. Lee and his co-author on this study, Prof. Chaeyoung Lee of Korea University, the
pursuit of these mathematical models is far from over. Building on these results, the
researchers wish to advance the understanding of phase field models by studying
biochemical reactions using p-AC equations in the future.
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How will Al change mathematics?
AN TE ek ] R B+ ?

By Davide Castelvecchi
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As interest in chatbots spreads like wildfire, mathematicians are beginning to explore how
artificial intelligence (AI) could help them to do their work. Whether it’s assisting with
verifying human-written work or suggesting new ways to solve difficult problems,

automation is changing the field in ways that go beyond mere calculation, researchers say.

“We’re looking at a very specific question: will machines change math?” says Andrew
Granville, a number theorist at the University of Montreal in Canada. A February workshop
at the University of California, Los Angeles (UCLA), explored this question, aiming to
build bridges between mathematicians and computer scientists. “Most mathematicians are
completely unaware of these opportunities,” says one of the event’s organizers, Marijn

Heule, a computer scientist at Carnegie Mellon University in Pittsburgh, Pennsylvania.

Akshay Venkatesh, a 2018 winner of the prestigious Fields Medal who is at the Institute for
Advanced Study in Princeton, New Jersey, Kick-started a conversation on how computers
will change maths at a symposium in his honour last October. Two other recipients of the
medal, Timothy Gowers at the College de France in Paris and Terence Tao at UCLA, have
also taken leading roles in the debate.

“The fact that we have people like Fields medallists and other very famous big-shot
mathematicians interested in the area now is an indication that it’s ‘hot’ in a way that it

didn’t used to be,” says Kevin Buzzard, a mathematician at Imperial College London.
Al approaches

Part of the discussion concerns what kind of automation tools will be most useful. Al comes

in two major flavours. In ‘symbolic’ Al, programmers embed rules of logic or calculation
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into their code. “It’s what people would call ‘good old-fashioned AI’,” says Leonardo de

Moura, a computer scientist at Microsoft Research in Redmond, Washington.

The other approach, which has become extremely successful in the past decade or so, is
based on artificial neural networks. In this type of Al, the computer starts more or less from
a clean slate and learns patterns by digesting large amounts of data. This is called machine
learning, and it is the basis of ‘large language models’ (including chatbots such as
ChatGPT), as well as the systems that can beat human players at complex games or predict
how proteins fold. Whereas symbolic Al is inherently rigorous, neural networks can only
make statistical guesses, and their operations are often mysterious.

De Moura helped symbolic Al to score some early mathematical successes by creating a
system called Lean. This interactive software tool forces researchers to write out each
logical step of a problem, down to the most basic details, and ensures that the maths is
correct. Two years ago, a team of mathematicians succeeded in translating an important but
impenetrable proof — one so complicated that even its author was unsure of it — into Lean,

thereby confirming that it was correct.

The researchers say the process helped them to understand the proof, and even to find ways
to simplify it. “I think this is even more exciting than checking the correctness,” de Moura

says.

As well as making solitary work easier, this sort of ‘proof assistant’ could change how
mathematicians work together by eliminating what de Moura calls a “trust bottleneck”.
“When we are collaborating, I may not trust what you are doing. But a proof assistant shows

your collaborators that they can trust your part of the work.”

Sophisticated autocomplete

At the other extreme are chatbot-esque, neural-network-based large language models. At
Google in Mountain View, California, former physicist Ethan Dyer and his team have
developed a chatbot called Minerva, which specializes in solving maths problems. At heart,
Minerva is a very sophisticated version of the autocomplete function on messaging apps: by
training on maths papers in the arXiv repository, it has learnt to write down step-by-step
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solutions to problems in the same way that some apps can predict words and phrases.
Unlike Lean, which communicates using something similar to computer code, Minerva
takes questions and writes answers in conversational English. “It is an achievement to solve

some of these problems automatically,” says de Moura.

Minerva shows both the power and the possible limitations of this approach. For example, it
can accurately factor integer numbers into primes — numbers that can’t be divided evenly
into smaller ones. But it starts making mistakes once the numbers exceed a certain size,

showing that it has not ‘understood’ the general procedure.

Still, Minerva’s neural network seems to be able to acquire some general techniques, as
opposed to just statistical patterns, and the Google team is trying to understand how it does
that. “Ultimately, we’d like a model that you can brainstorm with,” Dyer says. He says it
could also be useful for non-mathematicians who need to extract information from the
specialized literature. Further extensions will expand Minerva’s skills by studying textbooks
and interfacing with dedicated maths software.

Dyer says the motivation behind the Minerva project was to see how far the
machine-learning approach could be pushed; a powerful automated tool to help

mathematicians might end up combining symbolic Al techniques with neural networks.

Maths v. machines

In the longer term, will programs remain part of the supporting cast, or will they be able to
conduct mathematical research independently? Al might get better at producing correct
mathematical statements and proofs, but some researchers worry that most of those would
be uninteresting or impossible to understand. At the October symposium, Gowers said that
there might be ways of teaching a computer some objective criteria for mathematical
relevance, such as whether a small statement can embody many special cases or even form a
bridge between different subfields of maths. “In order to get good at proving theorems,
computers will have to judge what is interesting and worth proving,” he said. If they can do

that, the future of humans in the field looks uncertain.

Computer scientist Erika Abraham at RWTH Aachen University in Germany is more
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